NETWORKED ESTIMATION UNDER
CONTENTION-BASED MEDIUM ACCESS

MABEN RABI, LUCA STABELLINI, ALEXANDRE PROUTIERE, AND MIKAEL JOHANSSON

ABSTRACT. This paper studies networked estimation over a communication channel shared by a
contention-based medium access protocol. A collection of IV identical and physically decoupled
scalar systems are sampled without sensor noise and transmitted over a common channel, using
a contention-based medium access mechanism. We first carry out a calculation of the average
distortion in estimation with irregular samples. Given the rate of packet generation at sensors,
we characterize the traffic characteristics of the some contention based MAC schemes. This lets
us derive the statistics of inter-arrival times which in turn allows us to compute the packet loss
rates and also the statistics of delay within a sample period. Using these results, we track the
estimation performance as the sample generation rate and the number of contending nodes are
varied. We provide a heuristic rule-of-thumb for choosing the sampling interval which minimizes
the average distortion. By combining the network traffic characterization with that of the
estimation performance, we show this rule performs pretty well. Carrying along the same lines,
we are able to compute the scaling limits of estimation performance with respect to the number
of contending nodes.

1. INTRODUCTION

Since the first application of wireless in industrial control almost a 100 years ago, the number
of actual deployments have remained small [17]. For a long time, the market has been lim-
ited to specific target applications (e.g. wireless remote controls) engineered using customized
technologies and sometimes even operating on licensed spectrum. There is a growing consensus
that this trend is now about to change: the enormous success of short-range wireless in home
and office applications has raised consumer confidence in wireless technologies; the emergence
of standardized, low-cost, low-power radios has made industrial wireless economically attractive
compared to cabled sensors [10]. Intense efforts on wireless sensor networks [11] and networked
control [2] indicates that a large class of industrial process could be reliably controlled despite
deficiencies of the wireless medium. All together, this raises expectations of a wide deployment
of industrial wireless [13]. The trend is supported by major standardization bodies and au-
tomation system vendors working actively on several standards for industrial wireless, including

Zigbee [3], 6loWPAN [14], wirelessHART [8], ISA SP-100 and Bluetooth ULP.
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2 NETWORKED ESTIMATION AND THE MAC LAYER

A typical industrial process might have several thousands of sensors and actuators, and a
wide adoption of wireless technologies could mean that several hundreds of these are candi-
dates for cable replacement by wireless. Since the wireless medium is shared, there are natural
limits on the number of control loops that can be accommodated. Such limits could either be
theoretical (e.g. combining the Shannon capacity of the wireless channel [7] with a minimum
bit-rate requirement for stabilization of a linear system [21, 22]) or practical (e.g. combining
constraints on actual medium access control (MAC) mechanisms with performance objectives
beyond stabilization [23, 1, 6]). The contributions of this paper are of the second kind.

Specifically, we consider the problem of state estimation where sensor measurements are sent
over a medium shared using a contention-based access mechanism. We believe that this problem
is particularly relevant, since state estimation is a key component of modern automation systems
and contention-based medium access is supported in most standards (e.g. as contention access
periods in Zigbee, or in shared time slots in wirelessHART). Clearly, the estimator performance
depends on the dynamics of the individual systems and the nominal sampling interval. More
interestingly, it also depends on the distribution of transmission delays and loss rates of sensor
packets which, in turn, depend on the specific MAC scheme and the number of contending
nodes. The key contribution of this paper is to analytically quantify these interdependencies.
For analytical tractability, we assume that the dynamic systems whose states we want to track
are scalar and have the same time constants, and derive an explicit formula of how the expected
estimator performance depends on sampling frequency, packet loss rate and inter-arrival times
of samples. Although the problem of state estimation under random sampling and loss have
received significant attention (e.g. [9, 12, 19]), we are unaware of any similar results in the
literature. We briefly comment on implications of our results on random sampling policies and
highlight the importance of carrying out an adequate continuous-time analysis of the system
performance. Admittedly, the time constants of individual systems vary in real deployments, but
we demonstrate that homogeneous time constants is a worst-case (since, everything else being
equal, the achievable performance improves if some time constants are smaller) which justifies
our approach. To characterize packet loss rates and packet inter-arrivals, we focus on the case
where the sensor measurements are taken at the same time instant, and analyze the MAC
performance for systems with geometrically distributed (as in classic slotted-Aloha systems)
or uniformly distributed (as suggested by IEEE802.15.4 standard) contention window. Also in
this area, we are aware of very few results (e.g., [16]). In addition, the analysis of queueing
systems with transient and correlated traffic is substantially harder than for saturated sources.
We combine these two contributions into an analytical model for how the estimator performance
scales with the number of nodes. Extensive numerical examples highlight the analytical results.

The paper is organized as follows. Section 2 describes the problem formulation and general
assumptions. Section 3 studies estimation under random delays and packet losses, and derives
closed-form expression for the expected estimator performance. In Section 4, we carry out
the traffic calculation which lead to the statistics of inter sample times and also of the packet
loss rate. In Section 5, we combine the results of sections 3,4 and provide a heuristic rule for
choosing the optimal sampling interval and provide justification for it. We also describe the
scaling behaviour with respect to the number of competing nodes. In the final section, we
summarize the conclusions of this work.
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2. PROBLEM FORMULATION AND ASSUMPTIONS

We consider N scalar plants, each given by the dynamics
(1) dxl(ti) = axii)dt + th(i), i=1,...,N

where Wt(i) is a standard one dimensional Wiener process independent of méi). For analytical
tractability, we assume that the states can be measured exactly, i.e. without noise. We assume

that sensor ¢ samples the 7th plant state at times s,(:) = kh + gzﬁ,(f), and consider two particular

cases: synchronized sensing, where gb,(j) = 0 for all £ and all 7, and independent sensing where

¢,(;) are independent random variables uniformly distributed on the interval [0, k).

The samples are transmitted over a shared communications channel to the corresponding
estimator nodes, see Figure 1. The N transmitters contend for the channel using a contention-
based medium access scheme. For sake of simplicity we consider a slotted system. After the
sample is generated, the transmitter waits a random number of slots before its first transmission
attempt: the waiting time is either geometrically distributed (as the classical slotted ALOHA)
or uniformly distributed (similar to CSMA). The contention causes collisions which requires
retransmissions and gives rise to a random delay between the sampling instants and the times
when estimator nodes receive their data. If a sensor has not been able to deliver its data before
a new sample is generated, it attempts to transmit the new data and discards the old one.

20 (s1")

oV = aeVdt + aw N>
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IL‘§2) = azgz)dt + th(Z’ Es —>>

;L',EN) = (l.’L'EN)dt + dVVt(

Shared channel, contention-based MAC

F1GURE 1. The estimation problem setup: the states of NV identical plants are es-
timated via samples transmitted over a shared channel. Samples could be delayed
and potentially lost because of contention.

We are interested in maintaining estimates of the process states so that the average distortion

s 1o I ORINON
(2) J, & NZlimsupM E [(mtl - if) ] dt
i=1 0

is minimized. The distortion depends on the process time constants a and the noise intensities,
but also on the MAC delays and loss probabilities, and hence on the number of contending
nodes. Our problem is to develop analytical model for these dependencies: how the distortion
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depends on the process time constants, average sampling rates, MAC delay and loss rate; how
the delays and loss rates depends on sampling scheme, MAC protocol, sampling interval and
number of contending nodes; and how the overall system performance can be made to scale with
the number of contending nodes and the system time constants.

3. ESTIMATION UNDER RANDOM DELAYS AND LOSSES

In this section, we study the expected performance for estimators operating under random
delays and losses. We focus on scalar systems with noise-free observations and derive closed-form
expressions for the mean-square distortion, first for the case of no contention delay, and later
for the combined delay and loss scenario We give some insight related to optimal randomized
sampling policies, highlight why it is important to consider a continuous-time analysis, and
demonstrate that in this framework, our assumption that all systems have the same drift term
corresponds to analyzing the worst-case scenario.

3.1. Analytical expressions for expected performance under time-varying sampling.
Consider a scalar continuous-time process that obeys the stochastic differential equation,

(3) dl’t = Cll'tdt + th,

with W, being a standard one dimensional Wiener process independent of zy. The state process
is assumed to be received with zero transmission delay at (possibly irregular but always causal)
instants ¢p < 1 < -+ < @ < .-+ < 00. The g-sequence can be seen as a subsequence (to
account of packet losses) of the s-sequence from the previous section. But the discussion below
is valid for any causal sequence {gi} of reception times.

Assume that the process is estimated between the instants of successful transmissions by the
least squares estimator:

(4) &y = ay, 27,

Consider the mean-square distortion:

Y 1M 2
J, = hAI/Ill sup — E [(Z‘t — Iy) } dt,
—00 0

The error process is given by e, = x; — 2y, which obeys:
det = d.fCt — d..'i't = aetdt + th
Let V; = e?, and use [t6’s formula [15] to determine:
1
dY; = de} = 2eide, + Sdt = (2aY; + 1) dt + 2,2 aw,.
This equation is solved to be:
t t
Y, = / (2aYs + 1) ds +/ 2Y2aw;.
0 0
Take the expectation, and use the fact that the expected value of an It6 integal is zero, to get:
t
E[v] = / (2aE[Y,] + 1) ds,
0

which can be rewritten as:

(5) dE [Y)] = 2aR [Y,] dt + dt.
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FIGURE 2. Estimation performance under periodic sampling and and
IID losses.On the left, we plot the estimation distortion under periodic generation
and reception of samples (no losses). Notice that the distortion is always finite
regardless of the value of h. On the right, we plot the estimation distortion for a
fixed h (sample generation period), but with varying loss rates. Notice that for
unstable systems, finite distortion is possible only if the sample loss rate is small

enough.

The solution to Equation (5) gives the expected value of the squared error process as:

2at 1

E[e}] =E[V}] = ——— 2_ — 2R [e2].
a
Because the expected error variance at time ¢ = 0 is zero, we have:
E [e5] =0,
and hence:
e2at -1
6 Ele?] = ——
( ) [et} 2(1/ )

which gives the integral of the squared estimation error under an inter-sample interval is given
by

q; 2a(gj—gi-1) _ 1 .

2
41 4a 2a

Performance under Bernoulli packet losses. As an example of the above result, consider the
situation where the variations in the sample reception times is caused by packet losses, and the

underlying loss process is Bernoulli with loss probability p. Then,
Plqi — ¢j—1 = nh] = (1 —p)p" ",

so that
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> gZanh _ 1 nh
Je = Z ( 4a? Za)

- q] 1 n=1

and,

Under the assumption:

(8) 20 < %m Gg) ,

the series converges and we find

1 (I—p)e® 1-p 1
4a?h (1 — pe%eh)  4a’h  2a
Combined with the expression for how the loss probability during the contention phase depends
on MAC parameters and the number of contending nodes, the above expression will be an
integral part of our study of networked estimation under contention-based medium access.
Random sampling policies and continuous vs discrete time analysis. The calculations in the
previous section can also be useful for establishing more general results on how the estimation

performance depends on the distribution of inter-sample times. Specifically, assume that the
mean sampling interval E[g; — ¢;_1] is fixed and equal to h. Then (7) gives that

Jo = %E [fe(g5 — qj-1)]

(9) Je =

with,

eQaAk Ak
A =S 2k
fe(Ar) 4a? 2a

Since f. is a convex function, Jensen’s inequality implies that J, increases with increasing vari-
ance in the inter-sample times. This formalizes the folklore that “jitter hurts” and establishes
that the optimal sampling policy is regular sampling. As a consequence, for equal average
sampling rate h, Bernoulli sampling is better than Poisson sampling (see [12] for a thorough ex-
amination of Poisson sampling). This follows from the fact that variance of the Poisson process
013 = h is greater than the variance of the Bernoulli process o7 = h(1 — p), where p is the success
probability. We also note in passing that the situation is very different if we only consider the
performance at the sampling instants. Speciﬁcally, let

T & llmSUP—ZE [ Tg, — j)Q] =E[falg; — gj-1)];

M—o0

where, by (6),

€2aAk -1

fa(Ar) = —-

Then, since f,; is convex for a > 0 and concave for a < 0, J? increases with increasing variance
of the sampling interval when a > 0, but decreases with increasing variance of the sampling
interval for a < 0 (indicating that jitter would actually be beneficial, cf. [12]). Thus, neglecting
intersample behavior can be misleading and our subsequent investigations focuses solely on the
continuous-time estimator performance.
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F1GURE 3. Timing of production and reception of samples: samples are generated
at times s, and subject to a contention-induced delay Dy. If a new sample is
generated before the previous has been successfully transmitted, the old packet is
discarded (resulting in a packet loss) and the more recent sample is transmitted.
The reception times of samples are denoted g;.

3.2. Taking the MAC delay into account. In this part, we compute the effect of the delay
within a sampling period in addition to the effect of the sample losses. Note that a sample is
declared lost if it could not be delivered within one sample period. Consider a sample generated
at time instant s, = kh. Assume that this sample has been successfully delivered within
that sample period itself, but at a later time kh + Dy, where the MAC delay Dy, is such that:
0 < Dy < h; see Figure 3. Denote by m —1, the number of samples lost continuously henceforth.
This means that the next successfully delivered sample is the sample generated at time sj,, =
kh+mh. Let the MAC delay for the delivery of this sample be Dy_,,. By this convention, when
a sample generated at time nh is not delivered within a following period, it simply means that
D,, > h. Note also the the random sequence {D,,} is an IID one. The sequence of reception
times is denoted by {g;} where,

qo = so + D,
qj+1 = inf {Sk + Dk |D;g S h, Sk + Dk > C]j},

k
J= Z lip,<ny <k
n=1
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Because the samples are noise-free values of the state at sampling instants, despite the delayed
delivery, the corresponding least-squares estimator is still quite similar to the one in the equation

(4).

z._p x edt=h) if ...h+D_ <t<kh+ Dy,
(10) Ty = wpy x RN if kh+ Dy, <t < (k+m)h+ Dyym,
x(k—l—m)h X ea(t—(k:-i-m)h)’ if (k’ + m)h + Dk+m S t<...h + D,

\

This is because of the Markov property of the z-process. If s, s, 89,..., sk are times such that

§>81 >8> ...> Sk,

then,
P [xt €A 5551a93527---a$5K] =P [azt €A xsj )
Since we incorporate the effect of the MAC delay, the recalculated mean-square distortion:
1 M
J, £ limsup — E [(azt - :i“t)ﬂ dt,
M —o0 M 0

will be higher than before.
The error process is given by e; = x; — Z;, which obeys:

det = dl’t — d:i‘t = aetdt + th

But with probability one, the estimation error variance is non-zero even at instants when a
sample is delivered. The expected value of the squared error process is:

eQa(t—kh) -1
E [eﬂ = V kh+ Dy <t < (k+m)h+ Diim.
a
Hence, the expected integral of the squared estimation error under an inter-sample interval is
given by:
qj+1 (k+m)h+Dyym
/ E [2] dt = / E [2] dt,

e2a[mh+Dm+k] -1 €2aDk -1 mh

(11) = — - —.
4a? 4a? 2a

Since the underlying loss process is Bernoulli with loss probability p, as before,
E (g1 — ¢] = E[mh + Dyx — Dy,
= E[mh],

Z(l —p)p" 'nh = ——,
n=1

I—p

1 E [e?P+] —1 Z‘” L R
— - 1— n—1 e )
Je { 4a? * (1=p)p ( 4a? 2a )

and
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Now, under the same stability condition as before:
1 1
20 < —In | — ),
h - \p

(1—p)(e*h—1) 1
4a%h (1 — pe?eh)  2a’

the series converges and we find

(12) Jo =E [e**"F]

The quantity E [e in the above expression needs to be evaluated. There are three means
available to us. We could compute it exactly by numerical computation using the delay dis-
tribution calculated in section [citation comes here]. We could also evaluate it approximately
by fitting a simple parametric distribution such as the exponential one for the delay statistics.
Another route of approximation would be to assume the worst case MAC delay of h seconds.

2aDk}

3.3. Assuming the same coefficient a leads to the worst case. Here, we will see that the
assumption of the same value for the drift coefficient (a) for the N different plants is a worst
case assumption. Suppose that the a-values were different for the different plants, then the
average estimation distortion (12) for the plants is a monotonic function of a with the result
that the plant with the largest a value will be estimated with the largest average distortion.
Hence, all other parameters being fixed, assuming that all systems have the largest possible
value of a leads to a systems with the largest sum of aggregate distortions. Similarly, assigning
the smallest values of a as the common value leads to the smallest sum of aggregate distortions.
However when the a values are all different, the optimal sampling intervals could be all different.
In sections 4, 5 we will see that the optimal sampling interval A* is somewhat insensitive to the
value of a. The practical solution would be compute the optimal sampling interval for the largest
and median values of the a-coefficient.

The aggregate error (J,) is a monotonically increasing function of a and will wee see this now.
For any finite realization (k1, k2) of the pair (¢;, g;j+1), the integral

K2 2at __ 1
|
K1 2a

is a differentiable and increasing function of Clearly, the above integral is a monotonically
increasing function of a. To see this, notice that,

de—1 ., 2at—1+e 2
da 2a 4a?t? ’

which is non-negative because the function x —1+e7* is non-negative. To verify this last claim,
notice that:

e >1—uz, VreR,

because the straight line defined by y = 1 — x is a tangent to the convex function e™*.
Hence whenever the expectations of the integral is finite in an interval of a, it is also non-

decreasing function of a in that interval.
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4. DELAY ANALYSIS IN NETWORKS WITH INDEPENDENT OR CORRELATED TRAFFIC

As illustrated in the previous section, the estimation performance critically depends on the
sample delays, as well as of the sample loss rate. In this section, we aim at characterizing the
distribution of these delays and at evaluating the sample loss rate in a network of N interfering
sensors. For simplicity, we assume that sensors directly transmit samples to estimator nodes; in
other words, we consider a single-hop network, although we expect similar results in the case of
multi-hop networks.

Traffic scenarios. We investigate the sample delays in two extreme relevant traffic scenarios.
First we analyze the case where the interfering sensors generate estimates simultaneously, i.e.,
they are synchronized. Then, we consider the case where estimates at the various sensors are
generated independently. In both scenarios, at a given sensor i, estimates are assumed to be
generated according to a renewal process: if si denotes the time at which the [-th sample is
generated, then the random variables (sj,, —s}), I = 0,1,..., are IID with distribution S’. An
important example is obtained when samples are periodically generated every h seconds; in this
case, we have simply S = §,. Note also that in the case of synchronized sensors, we have for
any sensor i, and any sample [, s = s;, and hence §' = S. We assume that if a sensor has not
been able to transmit successfully a sample before a new sample is generated, it then tries to
transmit the new estimate and discards the previous one.

MAC protocols. The sample delays are due to the fact that the sensors compete to access a
common radio channel using some adaptive or non-adaptive MAC protocols. The objective
of adaptive MAC protocols is usually to let each sensor continuously learn about the number
of active interfering sensors. Often in sensor networks, the number of sensors is not evolving
and actually, this number might be even known. This justifies why in the analysis we mainly
focus on non-adaptive protocols. The results can be generalized to adaptive protocols as those
used in IEEE802.15.4 systems. Unless otherwise specified, sensors use a non-adaptive CSMA
protocol: time is slotted and the slot duration is denoted by L; when a sensor has a new sample
to transmit, a contention window is drawn randomly according to some distribution C with
mean 1/qy, slots. The contention window is decremented after each empty slot, and the sensor
may start transmitting only when it reaches zero. If two sensors attempt to transmit samples
at the same time, they suffer from a collision and the samples have to be retransmitted. After
a collision, a new contention window is drawn. Of particular interests are the cases where
the contention window distribution C is the uniform distribution on [0,2/q:.| (as suggested in
802.15.4 standards), and where C is a geometric distribution. In the latter case, a sensor starts
transmitting at the beginning of each empty slot with probability ¢, as in classical slotted-Aloha.
To facilitate the analysis, and unless otherwise specified, we assume that the contention window
is geometrically distributed. Finally the transmission of a sample requires a single time-slot.

In the following we provide an analytical characterization of the processes representing the
receptions of the samples generated by sensor ¢ by the corresponding estimator node. Denote
by D! the delay of the I-th sample generated by sensor i, keeping in mind that if D} is such that
si + D} > s}, then the sample is discarded. We restrict our attention to symmetric systems
where sensors have similar sample generation processes, and hence we may drop superscript ¢
and denote by D, the generic delay of the [-th sample.

4.1. Synchronized sensors. In such a scenario, the system evolution can be represented by
a renewal process with renewal epochs coinciding with those of sample generations. We then
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define by D the typical delay of a sample generated by a given sensor. Let us evaluate the
distribution of D.

Let r; be the random delay expressed in slots required for exactly j sensors to successfully
transmit their samples. Then r; = Zgzl v; where v; is the duration in slots of the interval of

time between the successful transmissions of the samples of the (i — 1)-th and i-th sensors. We
have: for all £ > 1,

(13) Plv; = k] = a;(1 — a;)"*, where a; = (N —i + 1)ge (1 — )V
The generating function of v; is then defined by:
a; 2
Pu,(2) = m,

and that of r; is:

Or,(2) = ZJHl 1—al

with

b, Kz -3 ! ai) -cbrj(Z)Z‘j]zl

l—a;

Hence using similar arguments as in [20], we deduce the distribution of r;:

0 if k <y,
(14) Plr;=Fk = j j S '

a; _ otherwise.
=1 z=1 H?L:l,h#w(aziah)

By symmetry, we know that: for all k > 0, P[D = kL] = Ejvzl P[r; = k], and hence,

(15) P[D ZHCMZ B SR

g 1 e=1 Lln= 1h7éx(ax @)

From the distribution of D we can derive other quantities of interest. For example, the sample
loss rate p is equal to:

(0.9}
(16) p= / S(du) Y P[D = kL.
0 k:kL>u

The above formula is obtained conditioning on the duration of the interval between the gener-
ations of two successive samples (remember that S is the distribution of this duration). Given
that the next sample is generated after the previous one and a delay u, the sample is lost if
and only if D > u. When the sensors generate samples periodically once every h seconds, the
sample loss rate becomes:

(17) p=P[D>n= Y PD=kL].
k>[h/L]

We may also derive the distribution of a typical sample inter-arrival time 7 at a estimator
node. In the case of periodic sampling with period h, we can write: 7 = D,y — D;+ Mh, where
M — 1 is the number of samples lost between the two received samples, D; and D, j; are the



12 NETWORKED ESTIMATION AND THE MAC LAYER

delays of the first and second received samples respectively. Note that the random variables Dy,
Dy, and M are independent, and then the distribution of 7 is obtained by simple convolutions.
In other words, it is characterized by:

o0

(18) Plr=t]=> Y Ltk rshor—np" 'PID = ki L|P[D = kyL].

n=1 ki,k2

4.1.1. Heuristic choice for q;,.. We may want to tune the value of the transmission probability
i SO as to minimize the sample loss rate. In [18], it has been shown that in the case of periodic
sampling, a good approximation for the optimal ¢, was given by:

2

CN+2

This choice can be explained as follows. The sample loss rate can be evaluated according to the
formula:

Qtr

where, 7, is the probability that exactly k packets were successfully transmitted within one
sample period. Using the expression for m; derived in [18], we may claim that the loss rate is
minimized when

a/Nfi+1

N 1—a,
(N —i) ———+,
=1

is minimized. Now the choice for ¢, is obtained approximating the term N —¢ by N — i + 1.
With this approximation, the optimal ¢, is obtained minimizing;:

Z(N—z'ﬂ)l_a"

al 1

P W (N =i+ 1) (1 —g)" ™"
B 1

B ; Qtr(l - Qtr)N_N

1-(1- th)N—H

N a1 — Qtr)N

We then obtain ¢, = NLH For all N > 2, the rule we have derived respects a lower bound for ¢,
namely % This lower bound is is the optimal choice for probability of attempting transmissions

when the system is saturated and all nodes are in contention for the channel in every slot.
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4.2. Independent sensors. Let us now evaluate the delays in the case of independent sensors.
In general, an exact analysis is not possible, because of the inherent correlations between the
transmission attempts of the various sensors. To circumvent this difficulty, we use the heuristic
developed by Bianchi [4] to quantify the performance of the IEEE802.11 DCF in saturated
Wireless LANs. The heuristics consists in analyzing the transmissions of a single sensor assuming
that the other sensors create a constant random interference. This approach can be generalized
to the case of un-saturated nodes (which is usually more realistic in sensor networks), and it has
been recently theoretically justified [5].

Denote by A the stationary probability that a given sensor has a sample to transmit. Then the
probability ¢ that a sensor experiences a collision when attempting to use the wireless channel
can be approximated by:

(19) c=1—(1-Ag)V "

As previously, when isolating a given sensor, the system evolution can be represented as a renewal
process with renewal epochs coinciding with those of sample generations. Let us consider that at
time 0, a sample is generated, and let us fix the epoch u at which the next sample is generated.
Define s = [u/L|. Consider a time-slot before the successful transmission of the sample created
at time 0. The probability that the sample is not transmitted in this slot is « = (1 — q4) + i
Now for all £ = 1,...,s, the probability that the sample generated at time 0 is transmitted
successfully at time-slot k is:

P[D = kL] = ¢, (1 — ¢) x a*71.
Similarly:
P[D > sL| = o’

Note that D > sL means that the sample is not transmitted before the generation of a new
sample. We deduce the average proportion of time where the sensor has a sample to transmit
in the interval [0, u]:

1 ~
20) a0 ke ).
k=1
Finally applying the renewal theorem and averaging over all possible values of u, we get:

fooo S(du) (Qtr(l —) > kar T+ uas) |

(21) A= J° S(du)u

When sampling is performed periodically once every h seconds, the stationary probability that
a sensor has a sample to transmit simplifies to:

h/L

_Qtr(l_C)HJ k—1 h/L

(22) )\—T E kot + halM/ L),
k=1

Solving the system of equations (19)-(21), we get ¢ and A and the delay distribution. From
there, as previously, we can deduce the sample loss rate and the inter-arrival of samples at the
estimator nodes.
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FI1GURE 5. Sample loss rate with fully synchronized or independent sensors and
geometric or uniform contention windows.

4.3. Numerical experiments. We conclude this section by presenting numerical experiments
to illustrate the results obtained above. We consider periodic sampling only. All the results are
obtained using the optimal heuristic choice for ¢;.. The accuracy of this heuristic is illustrated
in the last figure of the section. Unless otherwise specified, the distribution of the contention
window is geometric.

In Figure 4, we evaluate the sample loss rate in the case of a fully synchronized system as a
function of the sampling period h for various numbers of sensors N. Figure 5 is the analog of
Figure 4, but here we add the case of independent sensors, and also compare the performance
when choosing geometrically or uniformly distributed contention windows. The difference is not
negligible, and uniform contention windows yield smaller loss rates.

Finally, in Figure 6, we compare our heuristic optimal transmission probability to the actual

optimal probability obtained using numerical optimization. As shown, the heuristic is very
accurate.
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FIGURE 6. Accuracy of the heuristic choice for ¢,

5. NETWORKED ESTIMATION UNDER CONTENTION-BASED MEDIUM ACCESS

As demonstrated in Section 3, real-time estimation based on a stream of samples has a qual-
ity dependent on the statistics of the inter-sample intervals and, to a lesser extent, also on the
statistics of the MAC delay (since the delay is upper bounded by h). In section 4 we derived
analytical models for how these parameters depend on the MAC scheme, the number of con-
tending nodes and the rate at which new samples are generated. Our aim now is to study the
achievable performance of estimation under contention-based medium access and characterize
how this depends on critical system parameters.

To develop a basic intuition for the compound problem, consider the case of IID losses and
zero MAC delay. The mean packet loss rate then completely determines the statistics of the
interarrival times for samples. As illustrated in Figure 2(left) in Section 3, the estimation perfor-
mance improves with decreasing sampling interval. On the other hand, as shown in Section 4, as
the sampling interval decreases, fewer sensors succeed in transmitting their samples before the
next one is generated, which results in an increased packet loss rate (see Figures 4 and 5) and
a rapid deterioration in the estimation performance (Figure 2, right). Thus, when the sampling
interval is small, the rate of samples being generated is high but so is the packet loss rate p.
Increasing h lowers p but also decreases the rate of sample generation. Consequently, there
should be an optimal sampling rate which balances the benefit of generating samples at a high
rate with the deterioration caused by increased contention-induced MAC delays and loss rates.
This behavior is clearly seen in Figure 5, which shows the estimator performance as function
of sampling interval for a stable and an unstable system, respectively. In the stable case, the
performance goes towards the steady state variance (1/2a = 1/2 in this case) as h — 0 while in
the unstable case, the distortion grows unbounded when the sampling rate is so high that the
packet loss rate approaches the stability bound (8).

In the case of synchronized transmissions with a geometric contention window, we can draw
an useful guideline. Although the distribution of inter-sample times is not exponential, roughly
speaking, its higher moments are lowered when its mean is lowered. A glimpse of this property
can be discerned in figure 8 . This property suggests a rule-of-thumb for picking a suitable
sampling interval, namely the A that minimizes E [g;4+1 — ¢;]. As observed in Figure 8, the
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sampling period h* minimizing the average sample inter-arrivals, and thus leading to the best
estimation performance, grows linearly with the number N of sensors. This observation seems
valid both in the cases of independent and synchronized sensors. For independent sensors, we
may justify the observation as follows. We know that the transmission probability ¢, has to
scale as 1/N. This implies that & = (1 — q) + q-c roughly behaves as 1 — g/N for some
positive constant g. The sample loss rate p = al®) then scales as exp(—¢'h/N) where ¢ is
another positive constant. Finally, the average sample inter-arrivals can be approximated by
h/(1—p), and one can easily show that the latter quantity is minimized for a value h* of h that
grows linearly with N. Justifying the linear growth in the case of synchronized sensors is more
intricate, but the numerical experiments clearly illustrate this growth.
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FIGURE 9. Estimation distortion for the four cases we considered. The curves

have been generated assuming N = 25 nodes and a = —1.

Now, comparing this rule-of-thumb with the optimal sampling time selection shown in Fig-
ure 9,10 reveals that it works quite well also when we target the estimation distortion. For
instance considering when there are 25 synchronized sources with stable plants, with uni-
form/geometric CW, the estimation distortion is minimized when h = 0.051 seconds. Instead, if
we consider an unstable plant, the h minimizing the estimation distortion is 0.07 seconds. The
value of h minimizing the mean inter-arrival time is h = 2N L = 0.05 seconds. However, the
rule does not provide the true optimum.

When comparing the performance of independent and synchronized sensor transmissions, as
described in Figures 9 and 10, the delays and the sample loss rate are usually better when sensor
transmissions are independent. This echoes a popular theorem in traffic/queueing analysis that
says that having batch arrivals (synchronized sensors) leads to a worse performance than that
obtained when traffic is not generated in batches. However, while the performance metrics
(delays and loss rate) are different for different transmission schemes, they are always of the same
order. This explains also why we have a linear growth of h* even in the case of synchronized
Sensors.

In Figures 9 and 10, we also notice a double-chin in the performance plots for transmission
schemes with uniform contention windows. This is perhaps due to the sampling interval being
close to the contention window.

We finally make a remark on scalability issues: once we fix the sampling period h, the packet
loss rate p will monotonically increase with the number of contending nodes N. Depending on
the specific value of a this will lead to a critical threshold which basically gives the maximum
number of contending sensors which can be included in the system to maintain a bounded J,
(see equation (8)). As an example, we reported in figure 11 how the packet loss rate varies
with the number of nodes assuming a sampling period h = 0.1 seconds, with fully synchronized
sources and geometrically distributed back-off counters. The three horizontal lines denote the
maximum acceptable loss rate to ensure stable estimation. Increasing the level of instability of
the system decreases the maximum allowable number of nodes; in the same way, for a fixed a,
increasing the sampling period will reduce the loss rate and thus allows to accommodate more
sensors in the system.
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Analogous considerations apply if we have a constraint on the maximum acceptable estimation
distortion: increasing the number of nodes will also result in increased J, as shown in Figure 12.

6. CONCLUSIONS

We have considered the problem of networked estimation over a communication channel shared
by a contention-based medium access protocol. For analytical tractability, we have studied the
situation when N identical scalar systems are sampled without sensor noise and transmitted
over the channel, and focused on contention-based medium access mechanisms with geometric
(ALOHA-like) and uniform (CSMA-like) contention windows. This has allowed us to derive
closed-form expressions for how the expected estimator performance depends on the system
dynamics, sampling interval, MAC delay and packet loss probability. The calculations give
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insight into optimal randomized sampling policies and establishes the importance of considering
a continuous-time performance criterion. We have also derived analytical models for the delay
and loss probability distributions for MAC protocols with geometric and uniform contention
windows under both synchronized and independent sensing times. For the case of geometric
contention window, we derive a heuristic for optimal selection of the transmission probabilities,
and discuss the optimal sampling time selection from a communications perspective. Integrating
the two models allows us to study the compound problem, deriving guidelines for sampling time
selection, and studying how the system performance scales with the number of sensor nodes and
the degree of instability of the individual plants.

There are many open issues in our work. On the estimation side, it would be interesting to
extend the work to cover noisy observations and (at least classes of) vector-valued systems. On
the networking side, it would be useful to develop improved tools for studying networks with
transient and correlated traffic, as well as short buffers where delayed packets must be discarded.
It would also be interesting study systems with adaptive back-off counters such as 802.15.4, and
develop improved and control-relevant MAC protocols.
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